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A BILL FOR AN ACT
CONCERNING THE ADMINISTRATIVE DUTIES OF THE OFFICE OF
INFORMATION TECHNOLOGY.

Bill Summary

(Note: This summary appliesto this bill asintroduced and does
not refl ect any amendmentsthat may be subsequently adopted. If thishill
passes third reading in the house of introduction, a bill summary that
applies to the reengrossed version of this bill will be available at
http://www.leg.state.co.us/billsummaries.)

Sections 2 and 3 of the bill modify the responsibilities of the
office of information technology (OIT) in the governor's office with
respect to the dissemination of services to the web, the maintenance of
information for state agencies, the execution or approval of information
technology procurement, and the acquisition and management of the

Shading denotes HOUSE amendment. Double underlining denotes SENATE amendment.
Capital |ettersindicate new material to be added to existing statute.
Dashes through the words indicate deletions from existing statute.
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statewide communications and information infrastructure. Section 4 of
the bill modifies the responsibilities of state agencies regarding their
consultation with OIT.

Section 5 of the bill removes a statutory provision allowing the
chief information officer of each state agency who wastransferred to the
OIT in 2008 to continue to act as the chief information officer for the
state agency from which he or she was transferred and a provision
relating to the supervision of the officer.

Section 6 of the bill modifiesthe definition of "public agency", as
that termisused in provisions regarding information security, to include
the department of higher education. Currently, the department of higher
education is excluded from the definition.

Sections 8 and 9 of the bill modify the requirements with respect
to the information security plans of specified state agencies.

Section 10 of the bill specifies who is notified in the event of a
security incident.

Section 11 of the bill makes the chief information officer, rather
than the executivedirector of thedepartment of personnel, responsiblefor
developing facilities standards when acting as a telecommunications
network provider.

Section 12 of thebill eliminatesthetelecommunicationsrevolving
fund and redirects user fees for telephone and data communications
servicesto theinformation technology revolving fund. Thissection of the
bill aso eliminates a requirement to establish a policy to reman
competitive with private industry and bidding requirements for agencies
purchasing telephone or data communications services from the private
sector.

Section 15 of the bill modifies provisionsrelating to the charging
of servicesprovided by thegeneral government computer center (GGCC)
and al so certain requirementsfor seeking private sector bids. Thesection
also eliminates the computer services revolving fund and redirects user
feesfor GGCC services to the information technology revolving fund.

Section 16 of thebill modifiesthe definition of "data" asthat term
isused in provisions regarding interdepartmental data protocol.

The remaining sections of the bill remove outdated statutory
language or make conforming changes.

Be it enacted by the General Assembly of the State of Colorado:
SECTION 1. 24-37.5-104 (7) (h) (11), (7) (h) (111), and (7) (h)
(IV), Colorado Revised Statutes, are amended to read:

24-37.5-104. Transfer of functions - change of name -
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continuity of existence - legisativedeclaration - rules. (7) (h) Onand
after July 1, 2010, the enterprise facility shall be funded as follows:

(I For statefiscal year 2011-12, sixty-seven percent by moneys
appropriated by the general assembly from the department of state cash
fund created in section 24-21-104 (3) (b) and thirty-three percent by
moneys appropriated by the general assembly from the eomptiterservices
INFORMATION TECHNOLOGY revolving fund erested ESTABLISHED in
section-24-37-5-604-(2) SECTION 24-37.5-112 (1) (a);

(1) For statefiscal year 2012-13, thirty-three percent by moneys
appropriated by the general assembly from the department of state cash
fund created in section 24-21-104 (3) (b) and sixty-seven percent by
moneys appropriated by the general assembly from the eomptiterservices
INFORMATION TECHNOLOGY revolving fund erested ESTABLISHED in
sectionr24-375-604-(2) SECTION 24-37.5-112 (1) (a); and

(IV) For state fiscal year 2013-14 and for each state fiscal year
thereafter, one hundred percent by moneys appropriated by the genera
assembly from the eemptter—serviees INFORMATION TECHNOLOGY
revolving fund ereated ESTABLISHED in sectior24-375-604(2) SECTION
24-37.5-112 (1) (a).

SECTION 2. 24-37.5-105 (3) (h) and (3) (i), Colorado Revised
Statutes, are amended to read:

24-37.5-105. Office- responsibilities- rules-repeal. (3) The
office shall:

(h) Oversee and supervise the maintenance of INFORMATION,
information technology, and theinitiation of any information technology

updates or projects for state agencies; and
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(i) Initiste orR APPROVE all procurements of information
technol ogy resources for state agencies and enter into any agreement or
contract in connection with such a procurement on behaf of a state
agency OR AGENCIES.

SECTION 3. 24-37.5-108 (1) (a) and (1) (c), Colorado Revised
Statutes, are amended to read:

24-37.5-108. Statewide communications and information
infrastructure - establishment - duties. (1) W.ith regard to the
statewide communicationsand information infrastructure, the office shall
have the following duties:

(@ Torte

ACQUIRE AND MANAGE the statewide communications and information
infrastructure based on present and future user applications;

(c) Tore

0 MANAGE THE
ongoing use of the statewide communications and information
infrastructure;

SECTION 4. 24-37.5-109 (1) (a), Colorado Revised Statutes, is
amended to read:

24-37.5-109. Status of state agencies. (1) State agencies shall:

(@ Consult with and advise the office on thetr information
technology systems AND REQUIREMENTS;

SECTION 5. 24-37.5-110 (1) (a), Colorado Revised Statutes, is
amended to read:

24-37.5-110. Technology coordination. (1) (a) OnJuly 1, 2008,
the chief information officer of each state agency and on or after July 1,
2008, but on or before July 1, 2012, the employees of such state agencies

designated pursuant to subsection (2) of this section shall be transferred
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to the office and shall become employees of the office. Each-officer

SECTION 6. 24-37.5-402 (9), Colorado Revised Statutes, is
amended to read:
24-37.5-402. Definitions. As used in this part 4, unless the

context otherwise requires:

(9) "Public agency" meansevery state office, whether tegistetive;
executive or judicial, and al of its respective offices, departments,
divisions, commissions, boards, bureaus, and institutions. "Public
agency" does not include institutions of higher education er—the
tepartment-of-higher edueation OR THE GENERAL ASSEMBLY.

SECTION 7. 24-37.5-403 (2) (b) and (3), Colorado Revised
Statutes, are amended to read:

24-37.5-403. Chief information security officer - duties and
responsibilities. (2) The chief information security officer shall:
(b) Promulgate rules pursuant to article 4 of thistitle containing

information security policies, standards, and guidelines; fersaehagencies

recetved-by-the-state-for-suehparposes: It is the intent of the genera
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assembly that the cost of the services provided by the chief information
security officer to a public agency be adequately funded in fiscal years
commencing on and after July 1, 2007, through an appropriation to the
public agency to pay for such services.

SECTION 8. 24-37.5-404 (1), (3), (4), (5), and (6), Colorado
Revised Statutes, are amended to read:

24-37.5-404. Public agencies - information security plans.
(1) On or before July 1 2667 OF EACH YEAR, each public agency shall
develop an information security plan utilizing the information security
policies, standards, and guidelines developed by the chief information
security officer. Theinformation security plan shall provideinformation
security for the communication and i nformation resourcesthat support the
operations and assets of the public agency.

(3) Onor before July 15 2067 OF EACH YEAR, each public agency
shall submit the information security plan developed pursuant to this
section to the chief information security officer for approval.

(4) Inthe event that a public agency fails to submit to the chief
information security officer aninformation security planon or before July
15 2064 OF EACH YEAR or such plan is disapproved by the chief
information security officer, the officer shall notify the governor, THE
CHIEF INFORMATION OFFICER, and the head aned-ehtef-trformeation-officer
of the public agency of noncompliance with this section. If no plan has
been approved by September 15 206 OF EACH YEAR, the CHIEF
INFORMATION SECURITY officer shall be authorized to temporarily
discontinue or suspend the operation of apublic agency'scommunication
and information resources until such plan has been submitted to or is

approved by the officer.
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SECTION 9. 24-37.5-404.5 (1), (2) (e), (3), (5), and (6),
Colorado Revised Statutes, are amended to read:

24-37.5-404.5. Institutions of higher education - infor mation
security plans. (1) On or before July 1 2067 -the-departmentof-higher
edteattor-and OF EACH YEAR, each ingtitution of higher education, in
coordination with the department OF HIGHER EDUCATION, shall develop
an information security plan. Theinformation security plan shall provide
information security for the communication and information resources
that support the operationsand assets of thedepartmentand theinstitution
of higher education.

(2) Theinformation security plan shall include:

(e) A processfor detecting, reporting, and responding to security
incidents consistent with theinformation security policy of theinstitution
of higher education. The institutions of higher education, the Colorado
commission on higher education, and the chief information security
officer shall establish the terms and conditions by which the institutions
of higher education and-the-tepartment-of-higher-eddcation shall report

information security incidents to the chief information security officer.
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(3) On or before July 15 2667 OF EACH YEAR, each institution of
higher education shall submit the information security plan developed
pursuant to this section to the Colorado commission on higher education
for review and comment. The commission shall submit such plansto the

chief information security officer.

()

SECTION 10. Part 4 of article 37.5 of title 24, Colorado Revised

Statutes, is amended BY THE ADDITION OF A NEW SECTION to
read:

24-37.5-404.7. General assembly - infor mation security plans.

Q) THE GENERAL ASSEMBLY SHALL DEVELOPAN INFORMATION SECURITY

PLAN. THE INFORMATION SECURITY PLAN SHALL PROVIDE INFORMATION

SECURITY FORTHE COMMUNICATION AND INFORMATION RESOURCESTHAT

SUPPORT THE OPERATIONS AND ASSETS OF THE GENERAL ASSEMBLY.

@) THE INFORMATION SECURITY PLAN SHALL INCLUDE:

(2) PERIODIC ASSESSMENTS OF THE RISK AND MAGNITUDE OF THE

HARM THAT COULD RESULT FROM A SECURITY INCIDENT,

(b) A PROCESSFORPROVIDINGADEQUATEINFORMATION SECURITY
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FOR THE COMMUNICATION AND INFORMATION RESOURCES OF THE

GENERAL ASSEMBLY

(C) INFORMATION SECURITY AWARENESSTRAINING FOR REGULAR

EMPLOYEES OF THE GENERAL ASSEMBLY

(d) PERIODICTESTINGAND EVALUATION OF THE EFFECTIVENESSOF

INFORMATION SECURITY FOR THE GENERAL ASSEMBLY, WHICH SHALL BE

PERFORMED NOT LESS THAN ANNUALLY

(e) A PROCESSFOR DETECTING, REPORTING, AND RESPONDING TO

SECURITY INCIDENTS CONSISTENT WITH THE INFORMATION SECURITY

POLICY OF THE GENERAL ASSEMBLY. THE GENERAL ASSEMBLY AND THE

CHIEFINFORMATION SECURITY OFFICERSHALL ESTABLISH THETERMSAND

CONDITIONS BY WHICH THE GENERAL ASSEMBLY SHALL REPORT

INFORMATION SECURITY INCIDENTSTOTHE CHIEFINFORMATION SECURITY

OFFICER.

(f) PLANS AND PROCEDURES TO ENSURE THE CONTINUITY OF

OPERATIONS FOR INFORMATION RESOURCES THAT SUPPORT THE

OPERATIONS AND ASSETS OF THE GENERAL ASSEMBLY IN THE EVENT OF A

SECURITY INCIDENT.

(3) ON OR BEFORE JULY 15 OF EACH YEAR, THE DIRECTOR OF

LEGISLATIVEINFORMATION SERVICESFORTHE GENERAL ASSEMBLY SHALL

SUBMIT THEINFORMATION SECURITY PLAN DEVELOPED PURSUANT TOTHIS

SECTION TO THE LEGISLATIVE SERVICE AGENCY DIRECTORS OF THE

GENERAL ASSEMBLY FOR REVIEW AND COMMENT. THE LEGISLATIVE

SERVICE AGENCY DIRECTORS SHALL SUBMIT SUCH PLAN TO THE CHIEF

INFORMATION SECURITY OFFICER.

(4) NOTHING IN THIS SECTION SHALL BE CONSTRUED TO REQUIRE

THE GENERAL ASSEMBLY TO ADOPT POLICIES OR STANDARDS THAT
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CONFLICT WITH FEDERAL LAW, RULES, OR REGULATIONS OR WITH

CONTRACTUAL ARRANGEMENTSGOVERNED BY FEDERAL LAWS, RULES, OR

REGULATIONS.

(5) THE GENERAL ASSEMBLY SHALL PROVIDE REGULARIZED

SECURITY AWARENESS TRAINING TO INFORM THE REGULAR LEGISLATIVE

EMPLOYEES, ADMINISTRATORS, AND USERS ABOUT THE INFORMATION

SECURITY RISKS AND THE RESPONSIBILITY OF EMPLOYEES,

ADMINISTRATORS, AND USERSTO COMPLY WITH THE GENERAL ASSEMBLY'S

INFORMATION SECURITY PLAN AND THE POLICIES, STANDARDS, AND

PROCEDURES DESIGNED TO REDUCE THOSE RISKS.

SECTION 11. 24-37.5-405 (2), Colorado Revised Statutes, is
amended to read:

24-37.5-405. Securityincidents- authority of chief infor mation

security officer. (2) The chief information security officer shall be
authorized to temporarily discontinue or suspend the operation of apublic
agency's communication and information resourcesin order to isolate the
source of a security incident. The officer shall give notice to the
governor, or the lieutenant governor in the event the governor is not
available, and the head-and chief information officer, AND THE HEAD of
the public agency concurrent with such discontinuation or suspension of
operations. The officer shall ensure, to the extent possible, the continuity
of operations for the communication and information resources that
support the operations and assets of the public agency.

SECTION 12. 24-37.5-502 (3), Colorado Revised Statutes, is
amended to read:

24-37.5-502. Duties and responsibilities. (3) The chief

information officer may enter into contracts with any county, city and

-10-
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county, state agency, private school, school district, board of cooperative
educational services, or library and may act as a telecommunications
network provider between or among two or more counties or state
agencies for the purpose of providing teleconferencing facilities and
services between or among such entities, including thejudicial system of
any county, the department of corrections, and the department of human
services and any of their facilities. To assure the availability of such
network throughout the various state agencies, private schools, school
districts, boards of cooperative educational services, libraries, and

counties, the exee

INFORMATION OFFICER shall develop a uniform set of standards for
facilitiesto be utilized by the contracting entities.

SECTION 13. 24-37.5-505, Colorado Revised Statutes, is
amended to read:

24-37.5-505. Service charges - pricing policy - repeal.
(1) (8) Usersof the office's telephone and data communication services
shall becharged thefull cost of the particular service, which shall include
the cost of all material, labor, and overhead. Said user charges shall be
transmitted to the state treasurer, who shall credit the same to the
telecommunteations INFORMATION TECHNOLOGY revolving fund which

SECTION 24-37.5-112. Therevolving fund shall include user chargeson

public safety radio systems of a state agency or other state entity; except
that no municipality, county, city and county, or special district shall be

-11-
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charged user charges on public safety radio systems of a state agency or
other state entity.

(b) THE FUND BALANCE OF THE TELECOMMUNICATIONS

REVOLVING FUND EFFECTIVE THE DAY PRIOR TO THE EFFECTIVE DATE OF

THIS PARAGRAPH (b) SHALL BE TRANSFERRED TO THE INFORMATION

TECHNOLOGY REVOLVING FUND. THIS PARAGRAPH (b) IS REPEALED,
EFFECTIVE JULY 1, 2012.

(2) The chief information officer shall establish a policy of

remaining competitive with private industry with regard to the cost,

timeliness, and quality of the telephone service or data communication

SECTION 14. 24-37.5-602 (2) (b), Colorado Revised Statutes,
is amended to read:

24-37.5-602. Functions of the GGCC. (2) (b) Fhechtef
tafermatton-offteer-of Each agency or department of state government,

including institutions of higher education, shall ensure compliance with
the policies, standards, and guidelines set forth by the office.
SECTION 15, 24-37.5-603 (1) (f), Colorado Revised Statutes, is
amended to read:
24-37.5-603. Power sof the chief information officer - penalty
for breach of confidentiality. (1) Inorder to perform the functionsand
duties of the GGCC as set forth in this part 6, the chief information

officer shall exercise the following powers:

-12-
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(f) To control the eomptter-services INFORMATION TECHNOLOGY
revolving fund pursuant to sectton24-375-664 SECTION 24-37.5-112.

SECTION 16. 24-37.5-604, Colorado Revised Statutes, is
amended to read:

24-37.5-604. Service charges- pricing - repeal. (1) Usersof
GGCC services shall be charged by the office the full cost of the
particular service, which shall include the cost of al material, labor,
equipment, software, services, and overhead. Fwotnenthspriorto NO
LATER THAN the November 1 submission date as required by section
24-37-304, the chief information officer shall establish, publish, and

distribute billing rates to user entities and other interested entities

(2) (a) User chargescollected under thispart 6 shall betransmitted
to the state treasurer, who shall credit the same to the esmptter-services

INFORMATION TECHNOLOGY revolving fund whichfuneHshereby-created-

13-
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IN SECTION 24-37.5-112.

(b) THE FUND BALANCE OF THE COMPUTER SERVICESREVOLVING

FUND EFFECTIVE THE DAY PRIOR TO THE EFFECTIVE DATE OF THIS

PARAGRAPH (b) SHALL BE TRANSFERRED TO THE INFORMATION

TECHNOLOGY REVOLVING FUND. THIS PARAGRAPH (b) IS REPEALED,
EFFECTIVE JULY 1, 2012.

(3) _The chief information officer shall establish a policy of

remaining competitive with the service provided by privateindustry with

regard to the cost, timeliness, and quality of that service provided by the
office. i i i

SECTION 17. 24-37.5-702 (3), Colorado Revised Statutes, is
amended to read:
24-37.5-702. Definitions. As used in this part 7, unless the

context otherwise requires:

(3) "Data' means tnttrecores THE REPRESENTATION OF FACTSAS
TEXTS, NUMBERS, GRAPHICS, IMAGES, SOUNDS, OR VIDEO. FACTS ARE
CAPTURED, STORED, AND EXPRESSED ASDATA.

SECTION 18. 24-72-202 (6) (b) (X), Colorado Revised Statutes,
is amended to read:

24-72-202. Definitions. Asusedinthispart 2, unlessthe context
otherwise requires:

(6) (b) "Public records’ does not include:

(X) Theinformation security plan of a public agency developed

pursuant to section 24-37.5-404 or of thedepartmentof-htgheredueation

-14-
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of an institution of higher education developed pursuant to section
24-37.5-404.5;

SECTION 19. Safety clause. Thegeneral assembly hereby finds,
determines, and declares that this act is necessary for the immediate

preservation of the public peace, health, and safety.

-15-
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