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Calendar No. 710 
118TH CONGRESS 

2D SESSION H. R. 3208 
[Report No. 118–304] 

IN THE SENATE OF THE UNITED STATES 

SEPTEMBER 25, 2024 

Received; read twice and referred to the Committee on Homeland Security and 

Governmental Affairs 

DECEMBER 17 (legislative day, DECEMBER 16), 2024 

Reported by Mr. PETERS, with an amendment 

[Strike out all after the enacting clause and insert the part printed in italic] 

AN ACT 
To amend the Homeland Security Act of 2002 to establish 

a DHS Cybersecurity On-the-Job Training Program, and 

for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2

SECTION 1. SHORT TITLE. 3

This Act may be cited as the ‘‘DHS Cybersecurity 4

On-the-Job Training Program Act’’. 5
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SEC. 2. DHS CYBERSECURITY ON-THE-JOB TRAINING PRO-1

GRAM. 2

(a) IN GENERAL.—Subtitle A of title XXII of the 3

Homeland Security Act of 2002 (6 U.S.C. 141 et seq.) 4

is amended by adding at the end the following new section: 5

‘‘SEC. 2220F. DHS CYBERSECURITY ON-THE-JOB TRAINING 6

PROGRAM. 7

‘‘(a) IN GENERAL.—There is established within the 8

Agency a ‘DHS Cybersecurity On-the-Job Training Pro-9

gram’ (in this section referred to as the ‘Program’) to vol-10

untarily train Department employees who are not cur-11

rently in a cybersecurity position for work in matters re-12

lating to cybersecurity at the Department. The Program 13

shall be led by the Director, in consultation with the 14

Under Secretary for Management. 15

‘‘(b) DUTIES OF THE DIRECTOR.—In carrying out 16

the Program under subsection (a), the Director— 17

‘‘(1) shall develop a curriculum for the Pro-18

gram, incorporating any existing curricula as appro-19

priate, and consistent with the National Initiative 20

for Cybersecurity Education Framework or any suc-21

cessor framework, which may include distance learn-22

ing instruction, in-classroom instruction within a 23

work location, on-the-job instruction under the su-24

pervision of experienced cybersecurity staff, or other 25
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means of training and education as determined ap-1

propriate by the Director; 2

‘‘(2) shall develop criteria for participation in 3

the Program; 4

‘‘(3) in accordance with paragraph (1), shall 5

provide cybersecurity training to employees of the 6

Department and may, as appropriate, provide cyber-7

security training to other Federal employees; and 8

‘‘(4) shall annually for seven years submit to 9

the Committee on Homeland Security of the House 10

of Representatives and the Committee on Homeland 11

Security and Governmental Affairs of the Senate a 12

report that includes— 13

‘‘(A) information relating to the number of 14

employees who participated in the Program in 15

the preceding year; 16

‘‘(B) an identification of the positions into 17

which employees trained through the Program 18

were hired after such training; 19

‘‘(C) a description of metrics used to meas-20

ure the success of the Program; 21

‘‘(D) copies of the reports submitted pur-22

suant to (c)(1); and 23

‘‘(E) any additional information relating to 24

the duties specified in this subsection. 25
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‘‘(c) DUTIES OF THE UNDER SECRETARY FOR MAN-1

AGEMENT.—In carrying out the Program under sub-2

section (a), the Under Secretary for Management shall— 3

‘‘(1) submit to the Secretary an annual report 4

on the status of vacancies in cybersecurity positions 5

throughout the Department; 6

‘‘(2) support efforts by the Director to identify 7

and recruit individuals employed by the Department 8

to participate in the Program; 9

‘‘(3) implement policies, including continuing 10

service agreements, to encourage participation in the 11

Program by employees throughout the Department; 12

and 13

‘‘(4) conduct outreach to employees who com-14

plete the Program regarding cybersecurity job op-15

portunities within the Department.’’. 16

(b) CLERICAL AMENDMENT.—The table of contents 17

in section 1(b) of the Homeland Security Act of 2002 is 18

amended by inserting after the item relating to section 19

2220E the following new item: 20

‘‘Sec. 2220F. DHS Cybersecurity On-the-Job Training Program.’’. 

SECTION 1. SHORT TITLE. 21

This Act may be cited as the ‘‘DHS Cybersecurity On- 22

the-Job Training Program Act’’. 23
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SEC. 2. DHS CYBERSECURITY ON-THE-JOB TRAINING PRO-1

GRAM. 2

(a) IN GENERAL.—Subtitle A of title XXII of the 3

Homeland Security Act of 2002 (6 U.S.C. 651 et seq.) is 4

amended by adding at the end the following new section: 5

‘‘SEC. 2220F. DHS CYBERSECURITY ON-THE-JOB TRAINING 6

PROGRAM. 7

‘‘(a) IN GENERAL.—There is established within the 8

Agency a ‘DHS Cybersecurity On-the-Job Training Pro-9

gram’ (in this section referred to as the ‘Program’) to volun-10

tarily train Department employees who are not currently 11

in a cybersecurity position for work in matters relating to 12

cybersecurity at the Department. The Program shall be led 13

by the Director, in consultation with the Under Secretary 14

for Management. 15

‘‘(b) DUTIES OF THE DIRECTOR.—In carrying out the 16

Program under subsection (a), the Director— 17

‘‘(1) shall develop a curriculum for the Program, 18

incorporating existing curricula as appropriate and 19

applicable, such as the Federal Cyber Defense Skilling 20

Academy and other initiatives or successor programs, 21

and consistent with the National Initiative for Cyber-22

security Education Framework or any successor 23

framework, which may include distance learning in-24

struction, in-classroom instruction within a work lo-25

cation, on-the-job instruction under the supervision of 26
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experienced cybersecurity staff, or other means of 1

training and education as determined appropriate by 2

the Director; 3

‘‘(2) shall develop criteria for participation in 4

the Program and ensure cybersecurity personnel are 5

appropriately coded to the National Initiative for Cy-6

bersecurity Education Framework and successor pro-7

grams; 8

‘‘(3) in accordance with the curriculum described 9

in paragraph (1)— 10

‘‘(A) shall make available cybersecurity 11

training to employees of the Department; and 12

‘‘(B) may, as appropriate, make available 13

cybersecurity training to other Federal employ-14

ees; and 15

‘‘(4) shall, during the 7-year period beginning on 16

the date of enactment of this section, annually submit 17

to the Committee on Homeland Security of the House 18

of Representatives and the Committee on Homeland 19

Security and Governmental Affairs of the Senate a 20

report that includes— 21

‘‘(A) information relating to the number of 22

employees who participated in the Program in 23

the preceding year; 24
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‘‘(B) an identification of the positions into 1

which employees trained through the Program 2

were hired after such training; 3

‘‘(C) a description of metrics used to meas-4

ure the success of the Program, which may in-5

clude a skill inventory for applicable positions; 6

‘‘(D) copies of the reports submitted pursu-7

ant to subsection (c)(1); and 8

‘‘(E) any additional information relating to 9

the duties specified in this subsection. 10

‘‘(c) DUTIES OF THE UNDER SECRETARY FOR MAN-11

AGEMENT.—In carrying out the Program under subsection 12

(a), the Under Secretary for Management shall— 13

‘‘(1) during the 7-year period beginning on the 14

date of enactment of this section, submit to the Sec-15

retary an annual report on the status of vacancies in 16

cybersecurity positions throughout the Department; 17

‘‘(2) support efforts by the Director to identify 18

and recruit individuals employed by the Department 19

to participate in the Program; 20

‘‘(3) implement policies, including continuing 21

service agreements, to encourage participation in the 22

Program by employees throughout the Department; 23

and 24
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‘‘(4) conduct outreach to employees who complete 1

the Program regarding cybersecurity job opportunities 2

within the Department.’’. 3

(b) CLERICAL AMENDMENT.—The table of contents in 4

section 1(b) of the Homeland Security Act of 2002 (Public 5

Law 107–296; 116 Stat. 2135) is amended by inserting 6

after the item relating to section 2220E the following new 7

item: 8

‘‘Sec. 2220F. DHS Cybersecurity On-the-Job Training Program.’’. 

VerDate Sep 11 2014 07:17 Dec 18, 2024 Jkt 059200 PO 00000 Frm 00008 Fmt 6652 Sfmt 6213 E:\BILLS\H3208.RS H3208kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



VerDate Sep 11 2014 07:17 Dec 18, 2024 Jkt 059200 PO 00000 Frm 00009 Fmt 6652 Sfmt 6213 E:\BILLS\H3208.RS H3208kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



C
alendar N

o. 710 

1
1

8
T

H
C

O
N

G
R

E
S

S
 

2
D

S
E

S
S

IO
N

 
H

. R
. 3208 

[R
ep

ort N
o. 118–304] 

A
N

 A
C

T
 

T
o
 
a
m

en
d
 
th

e 
H

o
m

ela
n

d
 
S

ecu
rity

 
A

ct 
o
f 

2
0

0
2

 
to

 
esta

b
lish

 
a
 

D
H

S
 

C
y
b
ersecu

rity
 

O
n

-th
e-J

o
b
 

T
ra

in
in

g
 P

ro
g
ra

m
, a

n
d
 fo

r o
th

er p
u

rp
o
ses. 

D
E

C
E

M
B

E
R

1
7

 (leg
isla

tive d
a
y
, D

E
C

E
M

B
E

R
1

6
), 2

0
2

4
 

R
ep

o
rted

 w
ith

 a
n

 a
m

en
d
m

en
t 

VerDate Sep 11 2014 07:17 Dec 18, 2024 Jkt 059200 PO 00000 Frm 00010 Fmt 6651 Sfmt 6651 E:\BILLS\H3208.RS H3208kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2024-12-19T21:07:26-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




