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H.254
Introduced by Representatives Botzow of Pownal and Marcotte of Coventry

Referred to Committee on

Date:

Subject: Commerce and trade; consumer protection

Statement of purpose: This bill proposes to implement new consumer
protections relating to goods and services appearing on atelephone bill, to
discount membership programs, to security breach notices, and to change the

name of the consumer fraud act to the consumer protection act.

An act relating to consumer protection

It is hereby enacted by the General Assembly of the State of Vermont:

. 1. 9V.S.A. § 2466 is amended to read:
8 2466. DS AND SERVICES APPEARING ON TELEPHONE BILL

(a) No Except ovided in subsection (f) of this section, a seller shall not

bill a consumer for goods or SRy ces that will appear as a charge on the
person’s local telephone bill witheut-thesqnsumer-s-express-adthorization.

(b) Nolater than the tenth business day after a saller has entered into
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rough an intermediary, with alocal exchange carrier, to bill a consumer
for godds or services unless the seller complies with this section. This
prohibitioN applies, but isnot limited, to persons who aggregate consumer
billings for a 3gller and to persons who serve as a clearinghouse for aggregated
billings.

{g)(c) Failureto cymply with this section is an unfair and deceptive act and
practice in commerce under this chapter.

{h)(d) The attorney genersl may make rules and regulations to carry out the
purposes of this section.

(e) Nothing in this section limitg the liability of any person under
existing statutory or common law.

§(f) Thissection does not apply to selte y billing for goods or

services marketed or sold by persons subject to e jurisdiction of the Vermont

public service board under

30 V.S.A. 8§ 203, but this section does apply to billing regators described in

30V.SA. 8 231a Nothing in this section affects any rulei

Vermont public service board.
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Subchapter 1C. Discount Membership Programs

8§ 2470ga. DEFINITIONS

In th%mbchapter:

(1) %{I ng information” means any data that enables aseller of a

discount memb&\i p program to access a consumer’s credit or debit card,

bank, or other accourty, but does not include the consumer’s name, e-mail

address, telephone nunk(, or mailing address. For credit card and debit card

accounts, billing i nformatio\n(ncl udes the full account number, card type, and

expiration date, and, if necessary\the security code. For accounts at afinancid

institution, “billing information” inchydes the full account number and routing

number, and, if necessary, the name o%*e financial institution holding the

account.

(2) A “discount membership program” is\ program that entitles

consumers to receive discounts on the purchase of ggods or services or both, in

whole or in part, from any third party.

§ 2470bb. APPLICABILITY

A discount membership program is agood or service withinkhe meaning of

subsection 2451a(b) of this chapter. This subchapter applies onI%persons

who are reqgularly and primarily engaged in trade or commercein this Siatein

connection with offering or selling discount membership programs.

VT LEG 2649081
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1T

\(a) No person shall charge or attempt to charge a consumer for a discount

memb¥rship program, or to renew a discount membership program beyond the

term expréssly agreed to by the consumer or the term permitted under section

2470ff of tr&tl e, whichever is shorter, unless:

taining the consumer’s billing information, the person has

clearly and conspicuoysly disclosed to the consumer al material terms of the

transaction, including:

(A) A description okthe types of goods and services on which a

discount is available;

(B) The name of the discodgt membership program and the name and

address of the sdller of the program;

(C) The amount, or agood faith esNmate, of the typical discount on

each category of goods and services;

(D) The cost of the program, including th ount of any periodic

charges, how often such charges are imposed, and the hod of payment;

(E) Theright to cancel and to terminate the proqu, which shall be

No more restrictive than as required by section 2470ee of thigbchapter, and a

toll-free telephone number and e-mail address that can be used\ cancel

the membership;

VT LEG 2649081
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24X0ff of this subchapter;

(G) In the event that the program is offered on the Internet through a

link or ref®rral from another business s website, the fact that the seller is not

affiliated W%(hat business; and

(2) The person has received express informed consent for the charge

from the consumer wRose credit or debit card, bank, or other account will be

charged, by:

(A) Obtaining fro he consumer:

(i) the consumer’'sb mquormatlon and

(ii) the consumer’s nam& and address and a means to contact the

consumer; and

(B) Requiring the consumer to periform an additiona affirmative

action, such as clicking on an online confirmatiogQ button, checking an online

box that indicates the consumer’ s consent to be charged the amount disclosed,

or expressly giving consent over the telephone.

(b) A person who sells discount membership programs shall retain

evidence of aconsumer’s express informed consent for at Iea&uree years

dafter the consent is given.

VT LEG 264
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\(a) A person who periodicaly charges a consumer for a discount

memb¥rship program shall send the consumer a notice of the charge no less

frequentlWhan every three months from the date of initial enrollment that

clearly andéqspi cuously discloses:

D A de%ption of the program;

(2) The name o the discount membership program and the name and

address of the sdller of th® program;

(3) Thecost of the t%ram, including the amount of any periodic

charges, how often such chargessre imposed, and the method of payment;

(4) Theright to cancel and to drminate the program, which shall be no

more restrictive than as reguired by se&n 2470ee of this subchapter, and a

toll-free number and e-mail address that can be used to cancel the

membership; and

(5) The maximum length of membership, as ribed in section 2470ff

of this subchapter.

(b) The notice specified in subsection (a) of this section?

(1) Shall be sent:

(A) To the consumer’s last known e-mail address, if the cgnsumer

enrolled in the discount membership program online or by e-mail, witiNthe

subject ling, “IMPORTANT INFORMATION ABOUT YOUR DISCOU

VT LEG 2649081
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é\der takes reasonabl e steps to verify that the e-mail has been opened; or

(B) Otherwise by first-class mail to the consumer’ slast known

mailing ress, with the heading on the enclosure and outside envel ope,

“IMPORTA&T INFORMATION ABOUT YOUR DISCOUNT PROGRAM

BILLING,” or Aﬁantiallv similar words; and

(2) Shall not inglude any solicitation or advertising.

8§ 2470ee. CANCELLANON AND TERMINATION

(a) In addition to any oh( right to revoke an offer, a consumer may cancel

the purchase of a discount membership program until midnight on the 30th day

after the date the consumer has given\express informed consent to be charged

for the program.

(b) Notice of cancellation shall be deeméed given when deposited in a

mailbox properly addressed and postage prepai d\or when e-mailed to the

e-mail address of the saller of the discount memb&i p program.

(c) In addition to the right to cancel described in thi bchapter, a

consumer may terminate a discount membership proqramx\anv time by

providing notice to the seller by one of the methods descri beh\this section.

In that case, the consumer shall not be obligated to make any furh( payments

under the program and shall not be entitled to any discounts under the program

for any period of time after the last month for which payment has been mate.

VT LEG 2649081




10

11

12

13

14

15

16

17

18

19

20

21

BILL ASPASSED BY THE HOUSE AND SENATE H.254
2011 Page 9 of 45

an¥ reason other than nonpayment by the consumer, the seller shall make pro

rata réNmbursement to the consumer of all periodic charges paid by the

consum}ﬂor periods of time after cancellation. Prior to such cancellation, the

seller shall %& provide reasonabl e notice and an explanation of the

cancellation inb&ti ng to the consumer.

§ 2470ff. MAXIMUN LENGTH OF PLAN

No person shall sell, oxoffer for sale, a discount membership program

lasting longer than 18 monk

§247099. BILLING INFORI\ATION

No person who offers or sells dkount membership programs shall obtain

billing information relating to a consu%( except directly from the consumer.

8§ 2470hh. VIOLATIONS

(a) A violation of this subchapter is deemed Y0 be aviolation of section

2453 of thistitle.

(b) The attorney genera has the same authority to e rules, conduct

civil investigations, enter into assurances of discontinuance\and bring civil

actions as is provided under subchapter 1 of this chapter.

Sec. 3. 9V.SA. §2435 isamended to read:

§2435. NOTICE OF SECURITY BREACHES

(a) Thissection shall be known as the Security Breach Notice Act.

VT LEG 264
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expedient time possiBhe and without unreasonable delay, consistent with the
legitimate needs of the |ay enforcement agency, as provided in subdivision 3}
(4) of this subsection, or witth\any measures necessary to determine the scope
of the security breach and restore\the reasonable integrity, security, and
confidentiality of the data system.

(2) Any data collector that maintaNgs or possesses computerized data
containing personal information of a consumer that the busiiess data collector
does not own or license or any data collector thaiacts or conducts businessin
Vermont that maintains or possesses records or data\containing personal
information that the data collector does not own or licenge shall notify the
owner or licensee of the information of any security breach\mmediately
following discovery of the breach, consistent with the legitimat® needs of law
enforcement as provided in subdivision {3)(4) of this subsection.

(3) Inthe most expedient time possible and unless delay is necessary to

determine the scope of the security breach under subdivision (1) of this

VT LEG 2649081
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%& subsection, a data collector or other entity subject to this subchapter, other

than\anerson or entity licensed or registered with the department of banking,

i nsurance\securities, and health care administration under Title 8 or this title,

shall provi cbthe attorney genera’s office notice of a security breach, notice of

the number of \gmont consumers affected if known to the data collector, and

acopy of the noticexipvided to aconsumer under subdivision (1) of this

subsection.

(4) The notice to a corlsumer required by this subsection shall be

delayed upon request of alaw enfprcement agency. A law enforcement agency
may request the delay if it believes that notification may impede alaw
enforcement investigation, or a national § homeland security investigation or
jeopardize public safety or national or homehgnd security interests. Inthe
event law enforcement makes the request in a ner other than in writing, the
data collector shall document such request contemptyaneously in writing,
including the name of the law enforcement officer makiRg the request and the
officer’s law enforcement agency engaged in the investigatign. A law
enforcement agency shall promptly notify the data collector when the law
enforcement agency no longer believes that notification may impeog alaw
enforcement investigation, or a national or homeland security investigaijon or

jeopardize public safety or national or homeland security interests. Thed

VT LEG 2649081
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deNay upon receipt of awritten communication, which includes facsimile or
electrogic communication, from the law enforcement agency withdrawing its
request fondelay.

“4)(5) Nenoticeto aconsumer shall be clear and conspicuous. The

notice shall include a description of each of the following, if known to the data

collector:
(A) Theinciderkin general terms.
(B) Thetype of perSpnal information that was subject to the

QcC N
vewaw,

acquisition security breach.

G

(C) The general acts of theQusihess data collector to protect the
personal information from further unauthQrized access or acquisition.

(D) A toll-free telephone number tNat the consumer may call for
further information and assistance.

(E) Advicethat directsthe consumer to relgain vigilant by reviewing
account statements and monitoring free credit reports.

(F) Thedate or dates of the security breach and thk date of the data

collector’s discovery of the security breach.

{5)(6) For purposes of this subsection, notice to consumers

provided by one of the following methods:

* * %
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§ 2461le. REQUIREMENTS FOR GUARANTEED PRICE PLANS AND
PREPAID CONJTRACTS

(d) Private right of action\ynder consumer fraud protection act. In addition
to the remedies set forth in sectiogs 2458 and 2461 of thistitle, a home heating
oil, kerosene, or liquefied petroleum'gas dealer may bring an action against its
heating oil, kerosene, or liquefied petrol&um gas suppliers for failing to honor
its contract with the home heating oil, kerosage, or liquefied petroleum gas
dealer. The home heating oil, kerosene, or liquefjed petroleum gas deal er
bringing the action may recover al remedies available to consumers under

subsection 2461(b) of thistitle.

§2480g. PENALTIES

* * %

VT LEG 2649081
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(3) A violation of section 2480p of this subchapter shall be deemed a

subchapter 1 of this title chapter.
Sec. 5. AMENDMENT OF TERMXCONSUMER FRAUD” TO READ
“CONSUMER PROTECTION”

In each of the following sections, the term “&ansumer fraud” is deleted

wherever it appears and the term “ consumer protectior” isinserted in lieu

thereof: 7 V.S.A. 8§ 1010; 8 V.SA. 88 2706, 2709, and %&9 V.SA. §2471,

18 V.S.A. 88 1511, 1512, 4086, 4631, 4633, 4634, and 9473;

20V.S.A. 8§ 2757; and 33 88 1923 and 2010.

Sec. 6. EFFECTIVE DATEThis act shall take effect July 1, 2011.

1. 9V.SA. §2466 isamended to read:
8 2466. DS AND SERVICES APPEARING ON TELEPHONE BILL

(a) Ne Except rovided in subsection (f) of this section, a seller shall not
bill a consumer for goddeor services that will appear as a charge on the

person’s lecat-telephone-bit . ten bill

for telephone service provided by an al exchange carrier.
(b) N
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© No person shall arrange on MNehalf of a seller of goods or services,
directly or through an intermediary, wkh a local exchange carrier, to bill a
consumer for goods or services unless tNe seller complies with this section.
This prohibition applies, but is not lin\ted, to persons who aggregate
consumer billings for a seller and to persons Who serve as a clearinghouse for
aggregated billings.

{g)(c) Failureto comply with this section is an\nfair and deceptive act and
practice in commerce under this chapter.

{hy(d) The attorney general may make rules and Negulations to carry out
the purposes of this section.

(e) Nothing in this section limits the liability of any pexson under existing
statutory or common law.

() (@) This section shall apply to billing aggregatord\ described in
30 V.SA. § 2314, but shall-dees not apply to: seltersregutated-by

(A) billing for goods or services marketed or sold by per
to the jurisdiction of the Vermont public service board under
than-section-231a-of Fitle-30 30 V.SA. § 203;
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donsumer’ s telephone; or

(C) operator-assisted telephone calls, collect calls, or telephone
servi provided to facilitate communication to or from correctional center

Sec. 2. 9 V.S A chapter 63, subchapter 1C is added to read:
chapter 1C. Discount Membership Programs
8 2470aa. DEFINNONS

Inthis subchapter\qa
(1) “Billing inforNation” means any data that enables a seller of a

discount membership prodkam to access a consumer’s credit or debit card,
bank, or other account, bu\does not include the consumer’s name, e-mail
address, telephone number, o\ mailing address. For credit card and debit
card accounts, billing informatidy includes the full account number, card type,
and expiration date, and, if neceNary, the security code. For accounts at a
financial institution, “ billing inforMsation” includes the full account number
and routing number, and, if necessal, the name of the financial institution
holding the account.

(2) A “discount membership proyyam” is a program that entitles
consumer s to receive discounts, rebates, re\berds, or similar incentives on the
purchase of goods or services or both, in wN)Ie or in part, from any third

party.
§ 2470bb. APPLICABILITY

A discount membership program is a good or servige within the meaning of
subsection 2451a(b) of this chapter. This subchapter doplies only to persons
who are reqularly and primarily engaged in trade or coererce in this state in
connection with offering or sdlling discount membershih programs. This
subchapter shall not apply to an electronic payment systen\as defined in 9
V.SA. 24800, or to afinancial institution, as defined in 8 V.SA\11101(32).

§ 2470cc. REQUIRED DISCLOSURES;, CONSENT

(a) No person shall charge or attempt to charge a consumer for & discount
membership program, or to renew a discount membership program beyond the
term expressly agreed to by the consumer or the term permitted under Sxction
2470ff of this title, whichever is shorter, unless:

VT LEG 2649081
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traxasaction, including:

\(A) A description of the types of goods and services on which a
discoulX is available;

) The name of the discount member ship program and the name and
address of ?Ne saller of the program;

(Q) \he amount, or a good faith estimate, of the typical discount on
each category o\qoods and services;

(D) The ¥pst of the program, including the amount of any periodic
charges, how often &ch charges are imposed, and the method of payment;

(E) Theright % cancel and to terminate the program, which shall be
no more restrictive than s required by section 2470ee of this subchapter, and
a toll-free telephone number and e-mail address that can be used to cancel
the member ship;

(F) The maximum Ieyath of membership, as described in section

2470ff of this subchapter;

(G) In the event that the prygram is offered on the Internet through a
link or referral from another busin website, the fact that the seller is not

affiliated with that business; \5
(H) The fact that periodic noti of the program billings will be

emailed or mailed to the consumer, as the céﬁe may be, consistent with section
2470dd of thistitle; and

(2) The person has received express info consent for the charge
from the consumer whose credit or debit card, bahk, or other account will be
charged, by:

(A) Obtaining from the consumer:

(i) the consumer’s billing information; and

(ii) the consumer’s name and address and a s to contact the

consumer; and &

(B) Requiring the consumer to perform an additionah affirmative
action, such as clicking on an online confirmation button, checki n?xan online
box that indicates the consumer’s consent to be charged the amount B’Lscl osed,
or expressly giving consent over the telephone.

VT LEG 2649081
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afNr the consent is given.

§ Zéb()dd. PERIODIC NOTICES

(a)\A person who periodically charges a consumer for a discount
membersp program shall send the consumer a notice of the charge no less
frequently Nan every three months from the date of initial enrollment that
clearly and cdaspicuously discloses:

(1) Ad iption of the program;

(2) The n of the discount membership program and the name and
address of the sel Ier‘Qf the program:;

(3) The cost c}\the program, including the amount of any periodic
charges, how often such aqar ges are imposed, and the method of payment;

(4) Theright to canéL and to terminate the program, which shall be no
more redtrictive than as requed by section 2470ee of this subchapter, and a
toll-free_number and e-mail \address that can be used to cancel the
membership; and

(5) The maximum length ofxembership, as described in section 2470ff
of this subchapter.

(b) The notice specified in subsection¥a) of this section:
(1) Shall be sent:

(A) To the consumer’s last known &mail address, if the consumer
enrolled in the discount membership programnline or by e-mail, with the
subject line, “IMPORTANT INFORMATION AGOUT YOUR DISCOUNT
PROGRAM BILLING,” or substantially similar \vords, provided that the
sender takes reasonable steps to verify that the e-mail Ras been opened: or

(B) Otherwise by first-class mail to the chsumer’s last known
mailing_address, with the heading on the enclosure anN outside envelope,
“ IMPORTANT INFORMATION ABOUT YOUR DISCONNT PROGRAM
BILLING,” or substantially similar words; and

(2) Shall not include any solicitation or advertising.
8 2470ee. CANCELLATION AND TERMINATION

(a) In addition to any other right to revoke an offer, a consu may
cancel the purchase of a discount membership program until midniqht\n the
30th day after the date the consumer has given express infor med consent}Q be

VT LEG 2649081
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re\eivi ng the notice of cancellation, provide a full refund to the consumer.

(B‘ Notice of cancellation shall be deemed given when deposited in a
mailbo\ properly addressed and postage prepaid or when e-mailed to the
e-mail abdr&s of the seller of the discount membership program.

(c) Inxddition to the right to cancel described in this subchapter, a
consumer M\ terminate a discount membership program at any time by
providing noti&gto the seller by one of the methods described in this section.
In that case, the dgnsumer shall not be obligated to make any further payments
under the progray and shall not be entitled to any discounts under the
program for any pe?'\od of time after the last month for which payment has
been made.

(d) If the seller of a difcount membership program cancels the program for
any reason other than nonpayment by the consumer, the seller shall make pro
rata reimbursement to the Xonsumer of all periodic charges paid by the
consumer for periods of time afser cancellation. Prior to such cancellation, the
seller shall first provide reaénnable notice and an explanation of the
cancellation in writing to the cons)mer.

§ 2470ff. MAXIMUM LENGTH OF}LAN

No person shall sell, or offer for &e, a discount membership program
lasting longer than 18 months.

§ 24709g. BILLING INFORMATION

No person who offers or sells discount ership programs shall obtain
billing information relating to a consumer except\ti rectly from the consumer.

8 2470hh. VIOLATIONS
(a) A violation of this subchapter is deemed to b&\a violation of section

2453 of thistitle.

(b) The attorney general has the same authority to kke rules, conduct
civil investigations, enter into assurances of discontinuance\and bring civil
actions asis provided under subchapter 1 of this chapter.

Sec. 3. 9V.SA. § 2435 isamended to read:

§2435. NOTICE OF SECURITY BREACHES
(a) Thissection shall be known as the Security Breach Notice Act.
(b) Notice of breach.
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shall be\made in the most expedient time possible and without unreasonable
delay, congistent with the legitimate needs of the law enforcement agency, as

(2) Any daN collector that maintains or possesses computerized data
containing personal \nformation of a consumer that the busihess data collector
does not own or licend¢ or any data collector that acts or conducts businessin
Vermont that maintainy, or possesses records or data containing personal
information that the data\collector does not own or license shall notify the
owner or licensee of the Yaformation of any security breach immediately
following discovery of the brédach, consistent with the legitimate needs of law
enforcement as provided in subdjvision {3}(4) of this subsection.

(3) Adata collector or otheNentity subject to this subchapter, other than
a person or entity licensed or redstered with the department of banking,
insurance, securities, and health caregdministration under Title 8 or thistitle,
shall provide notice of a breach to the aXorney general’ s office as follows:

(A)(i) The data collector shall rb(ifv the attorney general of the date
of the security breach, the date of discové(v of the breach, and provide a
preliminary description of the breach withi?\14 business days of the data
collector’s discovery of the security breach,\pr when the data collector
provides notice to consumers pursuant to this secthn, whichever is sooner.

(ii) If the date of the breach is unknovmt the time notice is sent
to the attorney general, the data collector shall send\he attorney general the
date of the breach as soon as it is known.

(iii) Unless otherwise ordered by a court of Xhis state for good
cause shown a notice provided under this subdivision (3XA) shall not be
disclosed to any person other than the authorized agent or roresentative of
the attorney general, a state’s attorney, or another law enfordement officer
engaged in legitimate law enforcement activities, without the CMI of the
data collector.

(B)(i) When the data collector provides notice of the breach pN suant
to subdivision (1) of this subsection, the data collector shall notify the atﬁarnev
general of the number of Vermont consumers affected, if known to the bata

VT LEG 2649N
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Nibdivision (1) of this subsection.
(ii) The data collector may send to the attorney general a second
copy \of the consumer notice, from which is redacted the type of personal

inform\ion that was subject to the breach, and which the attorney general
shall use\or any public disclosure of the breach.

4 e notice to a consumer required by this subsection shall be
delayed uponXeguest of a law enforcement agency. A law enforcement agency
may request the delay if it believes that notification may impede a law
enforcement inveXigation, or a national or homeland security investigation or
jeopardize public Safety or national or homeland security interests. In the
event law enforc makes the request in a manner other than in writing, the
data collector shall dgcument such request contemporaneously in writing,
including the name of th] law enforcement officer making the request and the
officer’s law enforcemen\ agency engaged in the investigation. A law
enforcement agency shall pgomptly notify the data collector when the law
enforcement agency no longex believes that notification may impede a law
enforcement investigation, or a National or homeland security investigation or
jeopardize public safety or nationy or homeland security interests. The data
collector shall provide notice requied by this section without unreasonable
delay upon receipt of a written comMunication, which includes facsimile or
electronic communication, from the law enforcement agency withdrawing its
request for delay.

4)(5) The notice to a consumer shaN, be clear and conspicuous. The
notice shall include a description of each of th§ following, if known to the data
collector:

(A) Theincident in general terms.
(B) The type of personal information

dhadthorized-acecess-or-aequisition security breach.

(C) The general acts of the business data colNctor to protect the
personal information from further unauthorized access or acguisition.

at was subject to the

(D) A toll-free telephone number that the consu
further information and assistance.

may call for

(E) Advice that directs the consumer to remain vigilant by reviewing
account statements and monitoring free credit reports.

(F) The approximate date of the security breach.
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X ovided by one of the following methods:

* % %

Sec. 4\ 9 V.SA. chapter 63 isamended to read:
Chapter 63. CONSUMER FRAUD PROTECTION

* % %

§ 2453. PRAJICESPROHIBITED; ANTITRUST AND CONSUMER
FRAJB\CROTECTION

* * %

§ 2461e. REQUIREM{NTS FOR GUARANTEED PRICE PLANS AND
PREPAID CONJRACTS

(d) Private right of ation under consumer fraud protection act. In
addition to the remedies setXorth in sections 2458 and 2461 of this title, a
home heating oil, kerosene, or\iquefied petroleum gas dealer may bring an
action against its heating oil, kexosene, or liquefied petroleum gas suppliers
for failing to honor its contract \yith the home heating oil, kerosene, or
liquefied petroleum gas dealer. The\nome heating oil, kerosene, or liquefied
petroleum gas dealer bringing the actiogQ may recover all remedies available to
consumers under subsection 2461(b) of tNstitle.

* * %

§24809. PENALTIES
(a) The following penalties shall apply to viol}tions of this subchapter:

* * %

(3) A violation of section 2480p of this subchapter shall be deemed a
violation of ehapter63 section 2453 of this title-the-CorsgrmerFraud-Aet. The
attorney general has the same authority to conduct civil \avestigations, enter
into assurances of discontinuance, and bring civil actions'{s provided under

subchapter 1 ef-chapter-63 of this title chapter.

* % %

Sec. 5. AMENDMENT OF TERM “ CONSUMER FRAUD” TO READ
“ CONSUMER PROTECTION”

In each of the following sections, and in the attorney general’s corsumer
fraud rules, the term “ consumer fraud” is deleted wherever it appears and\the
VT LEG 264 1
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\SA 8§ 2706 2709 and 2764 9 V.SA §2471 18VSA §§ 1511 1512
4086, 4631, 4633, 4634, and 9473; 20 V.SA. § 2757, and 33 §§1923 and

8§ 2465b. WIISREPRESENTATION OF A FLORAL BUSINESSAS LOCAL

(@ _In cbqnection with the sale of floral products, it shall be an unlawful
and deceptiveXct and practice in commerce in violation of section 2453 of this
title for a floral\Qusiness to misrepresent in an advertisement, on the internet,
on a website, or IN a listing of the floral business in a telephone directory or
other directory asgtance database the geographic location of the floral
business as“ local,” ‘\Q:fdlv owned,” or physically located within Vermont.

(b) A floral business\s considered to misrepresent its geographic location
that it is “ local,” “locall\owned,” or located within Vermont in violation of
subsection (a) of this sectiog if the floral business is not physically located
in Vermont and:

(1) the advertisement, inteNaet, website, or directory listing would lead a
reasonable consumer to concl ude}hat the floral business is physically located
in Vermont; or

(2) _the advertisement, internet,\website, or directory listing uses the
name of a floral business that is pMsically located in Vermont, with
geographic terms that would lead a reasdgable consumer to understand the
advertised floral business to be physically |odated in Vermont.

(c) Aretail floral business physically Iocaté\in Vermont shall be deemed a
consumer for the purposes of enforcing this seion under §2461(b) of this

chapter.
Sec. 7. 3V.SA. 82222 isamended to read:

§2222. POWERSAND DUTIES, BUDGET AND REPORT

(& In addition to the duties expressly set forth elseyvhere by law the
secretary shall:

* * %

annual budget request required under 32 V.SA. 8 306, a strategi
mfor matlon technology and mformatlon securlty which outlines the s
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for these activities. For purposes of this section,
ormation security” shall mean protecting information and information
syst&ns from unauthorized access, use, disclosure, disruption, modification, or
destrUtion in order to provide integrity, confidentiality, and availability. All
s shall be reviewed and approved by the commissioner of information
and inno¥gtion prior to being included in the governor’s annual budget
request. Th] plan shall identify the proposed sources of funds for each project
identified. e plan shall also contain a review of the state’s information
technology and\nformation security and an identification of priority projects
by agency. The Nan shall include, for any proposed information technology
activity with a cost \g excess of $100,000.00:

(A) a life-cycle costs analysis including planning, purchase and
development of applicAions, the purchase of hardware and the en-geing
ongoing operation and mayntenance costs to be incurred over the expected life
of the systems;, and a cosNbenefit analysis which shall include acquisition
costs as well as operational aNd maintenance costs over the expected life of the
system,

(B) the cost savings or service delivery improvements or_both
which will accrue to the public or togtate gover nment;

(C) astatement identifying impact of the proposed new computer
system on the privacy or disclosure of ind{vidually identifiable information;

(D) a statement identifying costs {nd issues related to public access
to nonconfidential information;

(E) astatewide budget for all informatNn technology activitieswith a
cost in excess of $106,000 $100,000.00.

(10) The secretary shall annually submit td\the general assembly a
five-year information technology and informatior\ security plan which
indicates the anticipated information technology activiyes of the legidative,
executive, and judicial branches of state government.
section, “ information technology activities” shall mean:

(A) the creation, collection, processing, storag

transmission, or conversion of electronic data, documents, or recyrds;

(B) the design, construction, purchase, installation, main
operation of systems, including both hardware and software, whic
these activities.

Sec. 8. 22 V.S A. 8901 isamended to read:
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informatio technology  and information security, including
telecommuniCytions services, information technology equipment, software,
accessi bility, networks in state government. For purposes of this section,

“ information secuUNty” isdefined in 3 V.SA. 8 2222(a)(9);

and K-12net;

(4) to review all infgrmation technology and information security
requests for proposal in accordaqce with agency of administration policies,

(5 to review and appro
upgradesin all departments with a c
submit to the general assembly a strat
information security as required of the
§ 2222(a)(9);

(6) to review and approve informatidQ technology activities in all
departments with a cost in excess of $100,000.08 and annually submit to the
general assembly a budget for information tedQnology and information
security as required of the secretary of adminiMration by 3 V.SA 8§
2222(a)(9). For purposes of this section, “ informatiorNechnology activities’
isdefined in 3 V.SA. § 2222(a)(10);

computer sSystems or computer System
in excess of $100,000.00, and annually
{C plan for information technology and
etary of administration by 3 V.SA.

(11) to coordinate information technology and infor
training within state government;

* % %

Sec. 9. EFFECTIVE DATE
This act shall take effect July 1, 2011.

VT LEG 264900.1
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Sec. 1. 9 V.SA. chapter 63, subchapter 1C is added to read:

Subchapter 1C. Discount Membership Programs

§ 2470aa. DEFINITIONS

In this subchapter:

(1) “Billing information” means any data that enables a seller of a

discount membership program to access a consumer’s credit or debit card,

bank, or other account, but does not include the consumer’'s name, e-mail

address, telephone number, or mailing address. For credit card and debit

card accounts, billing information includes the full account number, card type,

and expiration date, and, if necessary, the security code. For accounts at a

financial institution, “ billing information” includes the full account number

and routing number, and, if necessary, the name of the financial institution

holding the account.

(2) A “discount membership program” is a program that entitles

consumers to receive discounts, rebates, rewards, or similar incentives on the

purchase of goods or services or both, in whole or in part, from any third

party.
§ 2470bb. APPLICABILITY

A discount membership programis a good or service within the meaning of

subsection 2451a(b) of this chapter. This subchapter applies only to persons

who are regularly and primarily engaged in trade or commerce in this state in

VT LEG 264900.1
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connection with offering or sdlling discount membership programs. This

subchapter shall not apply to an electronic payment system, as defined in

9V.SA. § 24800, or to a financial institution, as defined in 8 V.SA.

§11101(32).
§ 2470cc. REQUIRED DISCLOSURES;, CONSENT

(a) No person shall charge or attempt to charge a consumer for a discount

member ship program, or to renew a discount membership program beyond the

term expressly agreed to by the consumer or the term permitted under section

2470ff of thistitle, whichever is shorter, unless:

(1) Before obtaining the consumer’s hilling information, the person has

clearly and conspicuously disclosed to the consumer all material terms of the

transaction, including:

(A) A description of the types of goods and services on which a

discount is available;

(B) The name of the discount member ship program and the name and

address of the seller of the program;

(C) The amount, or a good faith estimate, of the typical discount on

each category of goods and services;

(D) The cost of the program, including the amount of any periodic

charges, how often such charges are imposed, and the method of payment;

VT LEG 264900.1
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(E) Theright to cancel and to ter minate the program, which shall be

no more restrictive than as required by section 2470ee of this subchapter, and

a toll-free telephone number and e-mail address that can be used to cancel the

member ship;

(F)  The maximum length of membership, as described in section

2470ff of this subchapter:

(G) In the event that the program is offered on the Internet through a

link or referral from another business s website, the fact that the seller is not

affiliated with that busi ness;

(H) The fact that periodic notices of the program billings will be

e-mailed or mailed to the consumer, as the case may be, consistent with section

2470dd of thistitle; and

(2) The person has received express informed consent for the charge

from the consumer whose credit or debit card, bank, or other account will be

charged, by:

(A) Obtaining from the consumer:

(i) the consumer’s billing information; and

(ii) the consumer’s name and address and a means to contact the

consumer; and

(B) Requiring the consumer to perform an additional affirmative

action, such as clicking on an online confirmation button, checking an online

VLU cutouuL L
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box that indicates the consumer’s consent to be charged the amount disclosed,

or expressly giving consent over the telephone.

(b) A person who sdls discount membership programs shall retain

evidence of a consumer’s express informed consent for at least three years

after the consent is given.

§ 2470dd. PERIODIC NOTICES

(a) A person who periodically charges a consumer for a discount

membership program shall send the consumer a notice of the charge no less

freguently than every three months from the date of initial enrollment that

clearly and conspicuously discloses:

(1) A description of the program;

(2) The name of the discount membership program and the name and

address of the sdller of the program;

(3) The cost of the program, including the amount of any periodic

charges, how often such charges are imposed, and the method of payment;

(4) The right to cancel and to terminate the program, which shall be no

more restrictive than as required by section 2470ee of this subchapter, and a

toll-free number and e-mail address that can be used to cancel the

member ship; and

(5) The maximum length of membership, as described in section 2470ff

of this subchapter.

VT LEG 264900.1
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(b) The notice specified in subsection (a) of this section:

(1) Shall be sent:

(A) To the consumer’s last known e-mail address, if the consumer

enrolled in the discount membership program online or by e-mail, with the

subject line, “IMPORTANT INFORMATION ABOUT YOUR DISCOUNT

PROGRAM BILLING,” or substantially similar words, provided that the

sender takes reasonable steps to verify that the e-mail has been opened; or

(B) Otherwise by first-class mail to the consumer’'s last known

mailing address, with the heading on the enclosure and outside envelope,

“IMPORTANT INFORMATION ABOUT YOUR DISCOUNT PROGRAM

BILLING,” or substantially similar words; and

(2) Shall not include any solicitation or advertising.

8§ 2470ee. CANCELLATION AND TERMINATION

(a2) In addition to any other right to revoke an offer, a consumer may

cancel the purchase of a discount membership program until midnight on the

30th day after the date the consumer has given express informed consent to be

charged for the program. If the consumer cancels within the 30-day period,

the seller of the discount membership program shall, within ten days of

receiving the notice of cancellation, provide a full refund to the consumer.

VT LEG 264900.1
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(b) Notice of cancellation shall be deemed given when deposited in a

mailbox properly addressed and postage prepaid or when e-mailed to the

e-mail address of the seller of the discount member ship program.

(c) In addition to the right to cancel described in this subchapter, a

consumer may terminate a discount membership program at any time by

providing notice to the seller by one of the methods described in this section.

In that case, the consumer shall not be obligated to make any further payments

under the program and shall not be entitled to any discounts under the

program for any period of time after the last month for which payment has

been made.

(d) If the seller of a discount member ship program cancels the program for

any reason other than nonpayment by the consumer, the seller shall make pro

rata reimbursement to the consumer of all periodic charges paid by the

consumer for periods of time after cancellation. Prior to such cancellation,

the seller shall first provide reasonable notice and an explanation of the

cancellation in writing to the consumer.

§ 2470ff. MAXIMUM LENGTH OF PLAN

No person shall sell, or offer for sale, a discount membership program

lasting longer than 18 months.

§ 247099. BILLING INFORMATION
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No person who offers or sells discount membership programs shall obtain

hilling information relating to a consumer except directly from the consumer.

§ 2470hh. VIOLATIONS

(a) A violation of this subchapter is deemed to be a violation of section

2453 of thistitle.

(b) The attorney general has the same authority to make rules, conduct

civil investigations, enter into assurances of discontinuance, and bring civil

actions asis provided under subchapter 1 of this chapter.

Sec. 2. 9 V.SA. chapter 63 isamended to read:
CHAPTER 63. CONSUMER FRAUD PROTECTION
* % *
§ 2453. PRACTICES PROHIBITED; ANTITRUST AND CONSUMER
FRAYUB PROTECTION
* % *
8§ 246le. REQUIREMENTS FOR GUARANTEED PRICE PLANS AND
PREPAID CONTRACTS
* % *
(d) Private right of action under consumer fraud protection act. In
addition to the remedies set forth in sections 2458 and 2461 of this title, a
home heating oil, kerosene, or liquefied petroleum gas dealer may bring an

action against its heating oil, kerosene, or liquefied petroleum gas suppliers

VT LEG 264900.1
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for failing to honor its contract with the home heating oil, kerosene, or
liquefied petroleum gas dealer. The home heating oil, kerosene, or liquefied
petroleum gas dealer bringing the action may recover all remedies available to
consumers under subsection 2461(b) of thistitle.
*x
§24809. PENALTIES
(a) The following penalties shall apply to violations of this subchapter:
—_—
(3) A violation of section 2480p of this subchapter shall be deemed a
violation of ehapter-63 section 2453 of this title-the-ConsumerFraud-Act. The
attorney general has the same authority to conduct civil investigations, enter

into assurances of discontinuance, and bring civil actions as provided under

subchapter 1 ef-chapter-63 of this title chapter.

* * %

Sec. 3. REDESIGNATION OF TERM “ CONSUMER FRAUD” TO READ
“ CONSUMER PROTECTION”

(a) The legidative council, under its statutory revision authority pursuant

to 2 V.SA. §424. isdirected to delete the term “ consumer fraud” and to insert

in lieu thereof the term “ consumer protection” wherever it appears in each of

the following sections: 7 V.SA. § 1010; 8 V.SA. 88 2706, 2709, and 2764;

9V.SA §2471; 18 V.SA. 88 1511, 1512, 4086, 4631, 4633, 4634, and 9473,
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20 V.SA. 8 2757; and 33 V.SA. 88 1923 and 2010; and in any other sections

as appropriate.

(b) Notwithstanding the provisions of 3 V.SA. chapter 25, the attorney

general shall have the authority to delete the term “ consumer fraud” and to

insert in lieu thereof the term “ consumer protection” wherever it appears in

the attorney general’s rules, regulations, and procedures and shall exercise

such authority upon passage of this act as he or she deems to be necessary,

appropriate, and consistent with the pur poses of this section.

Sec. 4. 9 V.SA. chapter 62 is amended to read:
CHAPTER 62: PROTECTION OF PERSONAL INFORMATION
§2430. DEFINITIONS
The following definitions shall apply throughout this chapter unless
otherwise required:

* * %

(5)(A) “Personal Personally identifiable information” means an

individual’s first name or first initial and last name in combination with any
one or more of the following data elements, when either the name or the data
elements are not encrypted or redacted or protected by another method that
renders them unreadable or unusable by unauthorized persons:

(i) Social Security number;
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(i)  Motor vehicle operator’s license number or nondriver
identification card number;

(iif) Financial account number or credit or debit card number, if
circumstances exist in which the number could be used without additional
identifying information, access codes, or passwords;

(iv) Account passwords or personal identification numbers or
other access codes for a financial account.

(B) “Personal Personally identifiable information” does not mean

publicly available information that is lawfully made available to the general
public from federal, state, or local government records.
* % *
(8)(A) *“ Security breach” means unauthorized acquisition eraeeess of

computerized electronic data or a reasonable belief of an unauthorized

acquisition of electronic data that compromises the security, confidentiality, or

integrity of persoral a consumer’s personally identifiable information

maintained by the data collector.
(B) “ Security breach” does not include good faith but unauthorized

acquisition er—aeeess of persenal personally identifiable information by an

employee or agent of the data collector for a legitimate purpose of the data

collector, provided that the persenal personally identifiable information is not
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used for a purpose unrelated to the data collector’s business or subject to
further unauthorized disclosure.

(C) In determining whether personally identifiable information has

been acquired or is reasonably believed to have been acquired by a person

without valid authorization, a data collector may consider the following

factors, among others:

(i) indications that the information is in the physical possession

and control of a person without valid authorization, such as a lost or stolen

computer or other device containing information;

(ii) indications that the information has been downloaded or

copied;

(iii) indications that the information was used by an unauthorized

person, such as fraudulent accounts opened or instances of identity theft

reported; or

(iv) that the information has been made public.

§2435. NOTICE OF SECURITY BREACHES
(a) Thissection shall be known as the Security Breach Notice Act.
(b) Notice of breach.
(1) Except as set forth in subsection (d) of this section, any data

collector that owns or licenses computerized persenal personally identifiable

information that includes personal information concerning a consumer shall

VT LEG 264900.1
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notify the consumer that there has been a security breach following discovery
or notification to the data collector of the breach. Notice of the security
breach shall be made in the most expedient time possible and without

unreasonable delay, but not later than 45 days after the discovery or

notification, consistent with the legitimate needs of the law enforcement

agency, as provided in sdbdivision subdivisions (3) and (4) of this subsection,

or with any measures necessary to determine the scope of the security breach
and restore the reasonable integrity, security, and confidentiality of the data
system.

(2) Any data collector that maintains or possesses computerized data

containing persenal personally identifiable information of a consumer that the

business data collector does not own or license or any data collector that acts
or conducts business in Vermont that maintains or possesses records or data

containing persenal personally identifiable information that the data collector

does not own or license shall notify the owner or licensee of the information of
any security breach immediately following discovery of the breach, consistent
with the legitimate needs of law enforcement as provided in subdivision

subdivisions (3) and (4) of this subsection.

(3) Adata collector or other entity subject to this subchapter, other than

a person or entity licensed or registered with the department of financial
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regulation under Title 8 or this title, shall provide notice of a breach to the

attorney general’ s office as follows:

(A)(i) The data collector shall notify the attorney general of the date

of the security breach and the date of discovery of the breach and shall provide

a preliminary description of the breach within 14 business days, consistent

with the legitimate needs of the law enforcement agency as provided in

subdivisions (3) and (4) of this subsection, of the data collector’s discovery of

the security breach or when the data collector provides notice to consumers

pursuant to this section, whichever is sooner.

(i) Notwithstanding subdivision (A)(i) of this subdivision (b)(3), a

data collector who, prior to the date of the breach, on a form and in a manner

prescribed by the office of the attorney general, had sworn in writing to the

attorney general that it maintains written policies and procedures to maintain

the security of personally identifiable information and respond to a breach in a

manner_consistent with Vermont law shall notify the attorney general of the

date of the security breach and the date of discovery of the breach and shall

provide a description of the breach prior to providing notice of the breach to

consumer s pursuant to subdivision (1) of this subsection.

(iii) _If the date of the breach is unknown at the time notice is sent

to the attorney general, the data collector shall send the attorney general the

date of the breach as soon asit is known.
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(iv) Unless otherwise ordered by a court of this state for good

cause shown, a notice provided under this subdivision (3)(A) shall not be

disclosed to any person other than the authorized agent or representative of

the attorney general, a state's attorney, or another law enforcement officer

engaged in legitimate law enforcement activities without the consent of the

data collector.

(B)(i) When the data collector provides notice of the breach pursuant

to subdivision (1) of this subsection (b), the data collector shall notify the

attorney general of the number of Vermont consumers affected, if known to the

data collector, and shall provide a copy of the notice provided to consumers

under subdivision (1) of this subsection (b).

(ii) The data collector may send to the attorney general a second

copy of the consumer notice, from which is redacted the type of personally

identifiable information that was subject to the breach, and which the attor ney

general shall use for any public disclosure of the breach.

(4) The notice to a consumer required by this subsection shall be

delayed upon request of a law enforcement agency. A law enforcement agency
may request the delay if it believes that notification may impede a law
enforcement investigation, or a national or homeland security investigation or
jeopardize public safety or national or homeland security interests. In the

event law enfor cement makes the request in a manner other than in writing, the
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data collector shall document such request contemporaneously in writing,
including the name of the law enforcement officer making the request and the
officer’s law enforcement agency engaged in the investigation. A law
enforcement agency shall promptly notify the data collector when the law
enforcement agency no longer believes that notification may impede a law
enforcement investigation, or a national or homeland security investigation or
jeopardize public safety or national or homeland security interests. The data
collector shall provide notice required by this section without unreasonable
delay upon receipt of a written communication, which includes facsimile or
electronic communication, from the law enforcement agency withdrawing its
reguest for delay.

4)(5) The notice to a consumer shall be clear and conspicuous. The

notice shall include a description of each of the following, if known to the data

collector:
(A) Theincident in general terms.
(B) The type of personal personally identifiable information that was

subject to the unadthorized-aceess-or-acquisition security breach.

(C) The general acts of the business data collector to protect the

personal personally identifiable information from further urauthorized-aceess

oer-acquisition security breach.

VT LEG 264900.1



BILL ASPASSED BY THE HOUSE AND SENATE H.254
2011 Page 41 of 45

(D) A toll-free telephone number, toll-free if available, that the

consumer may call for further information and assistance.
(E) Advice that directs the consumer to remain vigilant by reviewing
account statements and monitoring free credit reports.

(F) The approximate date of the security breach.

5)(6) For purposes of this subsection, notice to consumers may be
provided by one of the following methods:

(h) Vermont law enforcement agencies, including the department of public
safety, shall not be considered a data collector. Except as provided in
subdivisions (b)(2) and (b)(3) of this section, Vermont law enforcement
agencies, including the department of public safety, shall be exempt from this
subchapter.

Sec. 5. 3V.SA. §2222 isamended to read:
§2222. POWERSAND DUTIES, BUDGET AND REPORT

(@ In addition to the duties expressly set forth elsewhere by law the
secretary shall:

(9) Submit to the general assembly concurrent with the governor’s
annual budget request required under 32 V.SA. 8§ 306, a strategic plan for

information technology and information security which outlines the significant
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deviations from the previous year’s irfermation-techneloegy plan, and which

details the plans for information technology activities of state government for
the following fiscal year as well as the administration’s financing

recommendations for these activities. For purposes of this section,

“information security” shall mean protecting information and information

systems from unauthorized access, use, disclosure, disruption, modification, or

destruction in order to provide integrity, confidentiality, and availability. All

such plans shall be reviewed and approved by the commissioner of information
and innovation prior to being included in the governor’s annual budget
reguest. The plan shall identify the proposed sources of funds for each project
identified. The plan shall also contain a review of the state's information

technology and information security and an identification of priority projects

by agency. The plan shall include, for any proposed information technology
activity with a cost in excess of $100,000.00:

(A) a life-cycle costs analysis including planning, purchase and
development of applications, the purchase of hardware and the en-geing
ongoing operation and maintenance costs to be incurred over the expected life
of the systems;, and a cost-benefit analysis which shall include acquisition
costs as well as operational and maintenance costs over the expected life of the

system,
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(B) the cost savings andfer or service delivery improvements or_both
which will accrue to the public or to state gover nment;

(C) a statement identifying any impact of the proposed new computer
system on the privacy or disclosure of individually identifiable information;

(D) a statement identifying costs and issues related to public access
to nonconfidential information;

(E) astatewide budget for all information technology activitieswith a

cost in excess of $1006,000 $100,000.00.

(10) The secretary shall annually submit to the general assembly a

five-year information technology and information security plan which

indicates the anticipated information technology activities of the legislative,
executive, and judicial branches of state government. For purposes of this
section, “ information technology activities” shall mean:

(A) the creation, collection, processing, storage, management,
transmission, or conversion of electronic data, documents, or records;

(B) the design, construction, purchase, installation, maintenance, or
operation of systems, including both hardware and software, which perform
these activities.

* %
Sec. 6. 22 V.SA. §901 isamended to read:

§901. DEPARTMENT OF INFORMATION AND INNOVATION
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The department of information and innovation, created in 3 V.SA. § 2283b,
shall have all the responsibilities assigned to it by law, including the

following:
(1) to providedirection and oversight for all activities directly related to

information  technology  and information security, including

telecommunications services, information technology equipment, software,

accessibility, and networks in state government. For purposes of this section,

“information security” isdefined asin 3 V.SA. § 2222(a)(9);

(2) to manage GOVnet;

(3) to review all information technology and information security

requests for proposal in accordance with agency of administration policies,

(4) to review and approve information technology activities in all
departments with a cost in excess of $100,000.00, and annually submit to the
general assembly a strategic plan and a budget for information technology and

information security as required of the secretary of administration by 3 V.SA.

§ 2222(a)(9). For purposes of this section, “information technology
activities” isdefined in 3 V.SA. § 2222(a)(10);

(5) to administer the independent review responsibilities of the secretary
of administration described in 3 V.SA. § 2222(g);

(6) to perform the responsibilities of the secretary of administration

under 30 V.SA. § 227b;
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(7) to administer communication, information, and technology services,

which are transferred from the department of buildings and general services,
(8) to inventory technology assets within state gover nment;

(9) to coordinate information technology and information security

training within state gover nment;
* % x
(11) to provide technical support and services to the department of
human resources and of finance and management for the statewide central
accounting and encumbrance system, the statewide budget development
system, the statewide human resources management system, and other agency
of administration systems as may be assigned by the secretary; and

(12) not later than July 1, 2013, to adopt rules requiring the auditing

and updating of state websites.

Sec. 7. EFFECTIVE DATE

This act shall take effect on passage.
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